
The Network has helped our clients stay abreast of global 
legislation and develop solutions that meet changing needs 
for over 25 years. After the Commission nationale de 
l’informatique et des libertés (CNIL) issued its final decision 
regarding hotlines, we prepared this document to outline 
the compliance issues. Compliance with the requirements 
regarding hotline procedures are easily accomplished using 
The Network’s advanced technology, and do not require a 
completely separate hotline for French employees. 

The Network developed this update working with our legal 
counsel to offer suggestions based on our experience and 
knowledge of best practices. We encourage all organizations 
to work with their legal counsel on this or any other matter 
regarding legal compliance.

Overview

The CNIL published Single Authorization Number AU-004 in 

order to simplify the hotline application process for organiza-

tions utilizing an employee hotline in France. If your orga-

nization complies with the articles of this Decision, a simple 

declaration form can be filed in lieu of the more extensive 

application process. Otherwise the organization will need to 

apply using the full application process. A translation of the 

key points of the Single Authorization Decision is on page 

three of this document. 

The major concerns of businesses seeking to comply with 
both CNIL and Sarbanes-Oxley have been resolved:
• �The Decision allows for acceptance of anonymous reports, 

so long as the investigation of anonymous allegations 
follows specific guidelines (See Article 2)

• �Although the hotline scope should be limited to financial 
irregularities, reports about other matters of “critical 
concern” or involving workplace safety may be accepted 
(See note below)

• �The CNIL has specifically accepted the use of third-party 
providers outside of France if they are Safe Harbor Certified. 
The Network is Safe Harbor Certified

NOTE: In December 2009, a French court issued a decision 

which eliminated the exception to the limited scope of French 

hotlines and stated the hotline must only be used for reports 

of financial irregularities.  

The declaration form is available in French at http://www.cnil.
fr/fileadmin/documents/declarer/teleprocedures/formulaires/Formulaire_
DN.pdf

Guidance on the rules and process for streamlined application 
is available in English at http://www.cnil.fr/english/topics/faqs-on-
whistleblowing-systems/

COMPLIANCE ISSUES

The twelve articles of the Single Authorization Decision focus 

on several broad categories. At a high level,  

compliance involves:

• �Communication to employees 

• �Investigation procedures

• �Processes for destruction of records 

• �Processes for handling calls

ISSUE: EMPLOYEE COMMUNICATION. Communication to 
French employees must include specific information:

• �The name of the person or department responsible for the 

hotline, the hotline’s purpose and the scope of issues that 

can be reported via the hotline

• �Information about the organization that answers calls and 

whether calls are answered outside of the EU 

• �A statement that employees are not required to use the 

hotline and that there will be no adverse consequence to 

employees who do not use the hotline

• �An explanation of the right of any person identified in a 

report to access and correct information

• ��A statement that abuse of the hotline may expose the 

employee to disciplinary sanctions, but good faith use will 

not result in discipline

THE NETWORK CAN HELP: The Network’s communications 

agency can help you develop, translate and distribute 

communication to comply with this CNIL requirement. 

ISSUE: INVESTIGATION. The CNIL requires that the accused 

party be notified of the allegation. The timing of notification 

is supposed to be rapid, but notification does not need to 

happen until investigators have secured evidence that might 
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otherwise be at risk. A review of investigation processes 

should be undertaken to address how and when notification 

of the accused party would be accomplished. 

ISSUE: DATA RETENTION/DESTRUCTION. Compliance 

requires that records of personal information, such as the 

names of the caller and the accused party, be destroyed two 

months after the conclusion of the investigation, if no disci-

plinary or legal action is underway. This requirement pertains 

to records held by The Network or by the employer in any 

database, case management system or any hard copy files. 

If the report concerns a matter outside of the scope of the 

hotline’s stated purpose, the record is to be destroyed imme-

diately. 

THE NETWORK’S RECOMMENDATION:  Once you are satis-

fied that your investigation is concluded, or upon determining 

that a report is outside of the scope of the hotline’s purpose, 

simply notify The Network and we will invoke a process 

developed for CNIL data destruction needs.  

ISSUE: HOTLINE INTERVIEW PROCESS. The CNIL require-

ments have implications in two areas: 

• �Limiting the scope of reports accepted regarding French 

operations

• �Modifying interviews to enforce the scope and discourage 

anonymous reports  

Scope of the Hotline

Although the CNIL wants the hotline to be primarily available 

for reporting financial irregularities, it makes an exception for 

other reports of vital concern to the organization or threat-

ening the physical or emotional safety of its employees (See 

Article 3). However, a French court ruling in December 2009 

conflicts with the CNIL exception regarding matters of vital 

interest.

THE NETWORK’S RECOMMENDATION:  The Network can 

limit the Incident Codes that are accepted from France based 

on any list of codes that you prefer. 

Interview Modifications

Modifying the interview will require first identifying reports 

within CNIL jurisdiction and then modifying the interview pro-

cess to ensure only appropriate reports are taken.

Step One: Identifying calls within CNIL jurisdiction.  
The Network’s telephone systems automatically recognize the 

country of origin of the call. Calls originating from France are 

sent to a dedicated team of trained Interview Specialists who 

handle international calls. The Interview Specialist confirms 

the location at the outset of the interview, based on the loca-

tions database that you have already provided. 

Step Two: Modifications to the interview process.  
Your employee communications campaign for France will 

set the expectation that callers will provide their names and 

will describe the scope of reports that will be taken. You can 

use The Network’s standard pre-recorded announcement for 

French speaking callers or The Network can easily develop a 

customized announcement to meet your needs.

Once the location is confirmed, The Network’s award-winning 

system will act as a real-time quality analyst, warning the 

Interview Specialist if the report appears to be outside of 

the scope of the hotline. The system will also prompt the 

Interview Specialist to ask for the caller’s identity again at the 

close of the interview if it was not provided previously, as an 

additional technique for “discouraging” anonymous reports.

THE NETWORK’S RECOMMENDATION: Discuss what 
Incident Codes to include with your legal team. 

NEXT STEPS

If you have questions about any of the above information, or 
would like The Network’s help with your hotline or employee 
communications program, please contact  
The Network at 800-357-5137 or send an email to  
info@tnwinc.com. 



The Single Authorization Decision allows businesses wishing to 

implement hotlines that conform to the following articles to 

simply send CNIL a commitment to comply with the Decision. 

They receive a receipt acknowledging their statement by return 

mail and may then implement their hotline. If certain condi-

tions are met, this also serves as authorization to transfer data 

to countries outside of the European Union. The commitment 

form is available at http://www.cnil.fr/fileadmin/documents/declarer/
teleprocedures/formulaires/Formulaire_DN.pdf If the process is not in 

compliance with these 12 articles, the authorization procedure 

requires the filing of a complete application dossier, which 

must be examined in a plenary session of the Commission 

within two months of filing, provided no additional informa-

tion is needed. 

Guidance on the rules and process for streamlined application 

is available in English at http://www.cnil.fr/english/topics/faqs-on-
whistleblowing-systems/

Article 1. Scope of the Procedure

Only those hotlines which are for the purpose of addressing a 

legal or regulatory obligation regarding the internal control of 

financial, accounting, banking or anti-corruption matters, are in 

conformity with this decision.

Procedures adopted to comply with Section 301(4) of the 
American Sarbanes-Oxley Act of July 2002 are within the scope 
of the present decision.

Article 2. Treatment of the caller’s identity
The caller should identify himself, but the organization 
managing the hotline must keep his identity confidential.

The organization may only accept an anonymous call under the 

following conditions:

• �the investigation of the report must be handled with every 

precaution

• �a preliminary investigation must be undertaken before dis-

seminating the report to others in the organization

• �The organization should discourage anonymous calls in any 

communications about the hotline. The procedure should be 

set up to assume that all callers will identify themselves.

Article 3. Types of personal details that can 
be recorded

Only the following details can be recorded:

• the identity, job and location of the caller

• �the identity, job and location of the person who is the subject 

of the call

• �the identity, job and location of the individuals involved in the 

receipt or investigation of the report

• the facts reported

• �evidence gathered in the course of investigating the report

• report of the investigation

• outcome of the report

The facts gathered are limited to those relating to subject mat-

ter within the scope of the hotline. Facts relating to other sub-

jects may only be passed on to the appropriate people within 

the organization when they concern a vital interest of the 

organization, or the physical or moral safety of the workforce.

The final report must be based only on objectively formulated 

information directly related to the subject of the call, and 

strictly necessary to its investigation. The language used to 

describe third party statements should make clear that these 

are allegations.

Article 4. Dissemination of personal details

hose charged within the organization with the receipt or inves-

tigation of hotline calls should only have access to as much of 

the personal details described in Article 3. as needed to be able 

to fulfill their function.

These details should only be communicated outside the orga-

nization to individuals charged with the management of the 

hotline in other divisions or units of the company if necessary 

to investigate the call or its consequences for the group.

If a third party provider is employed to receive or handle 

hotline calls, the individuals responsible at the third party 

provider should have access only to those personal details 

described in Article 3. which allow them to fulfill their specific 

role. The third party provider must contractually undertake 

not to use these details for any other purpose, to assure their 

confidentiality, to respect the limited data retention period, and 

to destroy or hand over all electronic or manual records at the 

end of the contract term.

In all cases, the individuals involved in the receipt and 
investigation of hotline calls should be strictly limited in 
number, receive specialized training, and be subject to a 
stringent, contractually-defined duty of confidentiality.

Article 5. Transfer of personal details  
outside the European Union

This article applies to cases where the dissemination described 

in Article 4. involves a transfer of information to entities locat-

ed in a country that is not a member of the European Union, 

and therefore not covered by Article 68 of the Law of January 

6, 1978, as amended.

In such cases, all communications of personal details must be 

made in conformity with the January 6, 1978, Law, in particu-

lar, Article 69, paragraph 8.

This requirement is satisfied if the entity where the person 

receiving the details works adheres to Safe Harbor, and has 

included these types of data within its Safe Harbor certification.
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It is also satisfied if the destination entity has a contract which 

includes the clauses established by the CNIL in its decisions of 

June 15, 2001, or December 27, 2004, or when the company 

of which the concerned organization or entities form a part 

has had internal rules approved in advance by the CNIL as 

guaranteeing a sufficient level of protection to individual priva-

cy and fundamental rights. If these conditions are satisfied and 

if the transfer complies with all the other requirements of this 

decision, the transfer will be deemed to comply with Article 

69, paragraph 8 of the Law of January 6, 1978, as amended.

Article 6. Record retention periods for  
personal details

Any details considered outside the scope of the hotline pro-

gram should be destroyed or archived immediately, subject to 

the next to last paragraph of Article 3, if applicable.

Where the hotline report has been investigated, the details 

should be destroyed two months after the conclusion of the 

investigation, provided that the investigation is not followed by 

disciplinary or judicial action.

When discipline is imposed, or judicial action undertaken 

against the person named in the call, or against a caller who 

has abused the hotline program, the details should be retained 

until proceedings are concluded.

Article 7. Security measures

The person responsible should take all useful precautions to 

preserve the security of the details whether regarding their 

receipt, communication or retention. 

In particular, access to details should be restricted to those with 

a user ID and individual password, regularly updated, or by 

other authentication methods. Access should be recorded and 

regularly monitored.

The identity of a caller must be treated confidentially so as to 

prevent the caller experiencing retaliation for his action.

Article 8. Notice to potential callers

Potential users of the hotline should receive clear and complete 

information about it.

In addition to the collective and individual information required 

by the Labor Code, and in compliance with Article 32 of the 

Law of January 6, 1978, as amended, information about the 

hotline should identify precisely the entity responsible for the 

hotline, its purpose and scope, the optional character of the 

hotline, no adverse consequence to employees who do not use 

the hotline, where calls go to, whether details are transferred 

outside the European Union, as well as the right of any person 

identified in a call to access and correct information.

It must be clearly stated that abuse of the hotline may expose 

the caller to disciplinary sanctions, as well as judicial proceed-

ings, but, on the other hand, the good faith use of the hotline, 

even if the facts are later found to be incorrect or inconclusive, 

will not expose the caller to disciplinary action.

Article 9. Notice to those named in  
hotline calls

A person named in a hotline call must be informed of the 

details of the call by the person responsible for the hotline pro-

gram as soon as they are recorded, or at least of those details 

which would allow him to defend himself in an investigation.

When conservation measures are necessary, for example, to 

prevent the destruction of evidence, the person named in the 

call need not be informed until after these measures have been 

taken.

Information to the person named will specify the entity respon-

sible for the hotline program, the allegations against him, the 

persons who might be informed about the call, as well as how 

to exercise his rights to access and correct the information. If 

the person has not yet been given the information required 

under Article 8, he should also be given that.

Article 10. Respect for rights of access  
and correction
In compliance with Articles 39 and 40 of the Law of January 
6, 1978, as amended, the person responsible for the hotline 
program guarantees to anyone named in a call the right to 
access the personal details concerning him, and, if they are 
incorrect, incomplete, equivocal, or out of date, to correct or 
delete them.

A person named in a hotline call may not obtain the identity of 
the person who made the call.

Article 11
Any hotline program which includes the handling of personal 
details and which does not conform to the preceding 
requirements must be approved by the CNIL following the 
procedure prescribed by Articles 25-1 4 and 30 of the January 
6, 1978 Law, as amended.

Article 12
This decision will be published in the Official Journal of the 
French Republic.
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